sed authentication
scure network
in the architecture

 of _the Kerberos‘

7

) allows users to
ns using a single
ss. Explain the
and - -discuss its

ty challenges. 7
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|  1.' j(a)"

Aconfidential '

If | a message ‘HELLO’

‘KHOOR’ after eencryption, identify the
- type of cipher technique used.
()

Suppose 2 meséage is encrypted to protect
- information. during

transrmssxon What is the main purpose

of encryptlon here 7

A secure messaging system requires an

 encryption method that uses 128-bit, 192-

bit, or 256-bit keys. Identify the algorithm

. used.

- @

In RSA, if a message is encrypted using
a public key, which key is required to

o decrypt it ?

ERC)
TG

L UR11480

Write any two differences between SSL

becomes

e T T I

®

(g

(b)

(sM2e1vd) To11450 - 3

What is the purpose of Secure Hyper

. Text Transfer Protocol (SHTTP) ?

Give any two examples of biometric

authentication techniques. 7x2=14

Unit 1

Classical encryption methods are often

~used to demonstrate the basic working of

cryptography. Describe the substitution
technique and explain, how it differs from
a transposition technique with suitable

exampies. 7

Many secure systems today rely on the
use Qf two different keys for encryption
and decryption. Explain the concept of
asymmetric key

describe,

cryptography and

how it improves security

compared to symmetric methods. 7

P.T.0.




3. (a

®
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transformed

Consider a scenario where an organization

needs to protect sensitive data during
storage and transmission. Explain the role
of cryptography in  maintaining
confidentiality and data security. 7
Plain text and cipher text are fundamental
concepts in cryptography. Explain these
terms and describe how information is
during

communication. 7

Unit II

- Using the RSA algorithm, consider two

prime numbers p = 3 and g = 11.

Calculate #, ¢ (n) and determine the |

~ public and private keys if e = 3. Encrypt

the message M = 4. " 7

secure

5.

(a)

®)

35149 T-11 45D 5

. (b) Cl’YPflolgraphic algorithms can 6pe'rate in |
different modes of operation to enhance . S
security and efficiency. Explain the |
concept of block cipher m°d55"and : | Jo
discuss why they - are lmportant m o

ommetic ceopton yems. 7

In modem security systéms,- symmctnc | _
and asymmetric cryptography are ofte'n.'j | ;
used together. Explam how these two S o
cryptographic approaches complement‘:_:' L
each other in practical communication

Advanced Encryption Standard (AES) is

currently one of the most widely used o

~encryption algorithms,

features of AES and discuss, . why it is

considered more secure and efficient thanj o

earlier symmetric. algonthms ? 7 e

¢
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6. (a)
. )
. @

U Ta4s0

Unit 11}

Internet security pro;ocols’ -are essential
for protecti_ng communication over public-
networks. Explain the basic concepts of

Internet security protocols and discuss

~their . role in ensuring secure data

transmission. 7

Secure Hyper Text Transfer Protocol

(SHTTP) was_dsveleped-to-enhance-the———

security of HTTP communication. Explain
the concept and functioning of SHTTP

and discuss its role in secure web

communication. 7

Electronic Money (e-Money) is wideiy-
used in modern digital payment systems.

Explain the concept, of electronic money

and discuss the seém?ity requirements

- associated with digital payments. 7

6

(b) Secure communication protocols play a

8. (a)

®)

- role  in

crucial role in e-Commerce and online

services. Discuss the applications - and

- importance of Internet security protocols

in modern digital networks. 7

Unit IV

Authentication tokens are widely used in
modem security systems for verifying user
identity. Explain the concept of
éuthenticatioh tokens and discuss their
.improving security  in

authentication processes. : 7

The Key Distribution Center (KDC) plays

;an important role in the Kerberos

authentication  process. Explain the
functions of KDC and describe how it
helps in establishing secure
communication between users and

services. 7
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