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Dr. Ashima Mehta
(HOD CSE)

Dear Readers,

Welcome to the latest edition of DronTechConnect!

Our Computer Science and Engineering (CSE) Department stands as an
exemplary hub of innovation and learning. With cutting-edge curricula
and state-of-the-art facilities, we offer an unparalleled academic
experience. Our esteemed faculty comprises industry experts and
dedicated researchers, fostering an environment that encourages critical
thinking, creativity, and problem-solving skills. Through robust industry
connections and internships, students gain practical exposure and hands
-on experience in diverse technological domains. Our CSE department
prides itself on producing graduates equipped with the expertise and
adaptability to thrive in the ever-evolving tech landscape, making a
significant impact in the world of technology.

Throughout these pages, you'll discover insightful articles, thought-
provoking research, and inspiring stories from our students. From
groundbreaking projects to perspectives on emerging technologies, this
magazine showcases the diverse talents and accomplishments that make
the department truly exceptional.

We hope this edition sparks your curiosity, ignites your passion for
technology, and provides a glimpse into the exciting advancements
happening within department. Thank you to all the contributors for
sharing your expertise and experiences. We invite you to explore, learn,
and be inspired by the incredible work showcased in this edition of our
CSE department magazine.

Happy Reading!

Warm Regards
Dr. Ashima Mehta

Editor-in-Chief, DronTechConnect



EDITORIAL BOARD

Editor in Chief

It gives me immense pleasure to present our college magazine, a culmination of
creativity, innovation, and academic excellence. Within these pages, you'll witness the
remarkable dedication and hard work of our Computer Science and Engineering (CSE)
department. In this issue, I encourage you to explore the diverse perspectives and
accomplishments featured here.

Dr. Ashima Mehta
(HOD CSE)

Tania
(22163; CSE)

Aakash Chaudhary

(22002; CSE) (22067; CSE)

Editor- Design
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Steering the future of computer science through
innovative advancements, fostering ethical values and
principles through technical education.

Directing future innovations in computer science
through revolutionary progress.

Instilling a foundation of ethical values & principles
in every technologist.

Offering a comprehensive technical education to
equip individuals for a meaningful and influential future.




PROGRAM EDUCATIONAL OBJECTIVES (PEQ)

® Apply the technical competence in Computer Science and Engineering for solving problems in
the real world.

® Carry out research and develop solutions on problems of social applications.

® Work in a corporate environment, demonstrating team skills, work morals, flexibility and
lifelong learning.

PROGRAM SPECIFIG OUTGOME (PS0)

® Exhibit design and programming skills to develop and mechanize business solutions using
revolutionary technologies.

@ Learn strong theoretical foundation leading to brilliance and enthusiasm towards research,
to provide well-designed solutions to complicated problems.

® Work effectively with diverse Engineering fields as a team to design, build and develop
system applications.



PROGRAMME OUTGOME (PO)

Engineering Graduates will be able to:

PO1. Engineering knowledge: Apply the knowledge of mathematics, science, engineering

fundamentals, and an engineering specialization to the solution of complex engineering
problems.

PO2. Problem analysis: Identify, formulate, review research literature, and analyze complex

engineering problems reaching substantiated conclusions using first principles of
mathematics, natural sciences, and engineering sciences.

PO3. Design/development of solutions: Design solutions for complex engineering problems
and design system components or processes that meet the specified needs with appropriate
consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

Po4. Conduct investigations of complex problems: Use research-based knowledge and
research methods including design of experiments, analysis and interpretation of data, and
synthesis of the information to provide valid conclusions.

Po5. Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex engineering
activities with an understanding of the limitations.

Po6. The engineer and society: Apply reasoning informed by the contextual knowledge to
assess societal, health, safety, legal and cultural issues and the consequent responsibilities re-
levant to the professional engineering practice.

Po7. Environment and sustainability: Understand the impact of the professional
engineering solutions in societal and environmental contexts, and demonstrate the knowledge
of, and need for sustainable development.

Po8. Ethics: Apply ethical principles and commit to professional ethics and responsibilities &
norms of the engineering practice.

Po09. Individual & team work: Function effectively as an individual, and as a member or leader
in diverse teams, and in multidisciplinary settings.

Po10. Communication: Communicate effectively on complex engineering activities with the
engineering community and with society at large, such as, being able to comprehend and write
effective reports and design documentation, make effective presentations, and give & receive
clear instructions.

Poll. Project management and finance: Demonstrate knowledge and understanding of the
engineering and management principles and apply these to onea€™s own work, as a member
and leader in a team, to manage projects and in multidisciplinary environments.

PO12. Life-long learning: Recognize the need for, and have the preparation and ability to
engage in independent and life-long learning in the broadest context of technological change.



Unveiling the Guardians of Cyberspace:
Ethical Hacking and White Hat Techniques

Abhishek Chauhan

(23005; CSE)

In the ever-evolving landscape of cybersecurity, ethical hacking, often referred to as
white hat hacking, stands as a beacon of defense against malicious cyber threats.
Ethical hackers are the unsung heroes who use their expertise to strengthen digital
fortresses rather than breach them. Employing a range of white hat techniques,
these cyber guardians help organizations identify and rectify vulnerabilities,
ensuring a robust defense against potential cyber attacks.

White hat techniques involve a variety of methodologies designed to simulate cyber
attacks, enabling ethical hackers to uncover weaknesses before malicious actors
exploit them. Penetration testing is a common white hat approach, where
professionals systematically probe systems, networks, and applications to identify
vulnerabilities. This proactive approach allows organizations to patch security gaps
and fortify their digital infrastructure.

Techniques Used by White Hat Hackers

Penetration Testing Email Phishing Security Scanning
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Social Engineering DoS and DDoS Attacks




IYPES OF HACKERS

Like the old Western movie cowboys, hackers are
portrayed as wearing different colored “hats” to
reflect their heroic or villainous motives.

WHITE HAT HACKERS
(AKA “ETHICAL HACKERS")

Professionals who are employed to sniff

out vulnerabilities in computer systems
so they can be fixed

BLACK HAT HACKERS

The "bad guys" who break into
computer systems for financial
or informational gain

GREY HAT HACKERS

Hackers who break into systems without
permission and alert owners to issues but
often want compensation or reward

White hat techniques involve a variety of methodologies designed to simulate cyber
attacks, enabling ethical hackers to uncover weaknesses before malicious actors
exploit them. Penetration testing is a common white hat approach, where
professionals systematically probe systems, networks, and applications to identify
vulnerabilities. This proactive approach allows organizations to patch security gaps
and fortify their digital infrastructure.

Vulnerability scanning is a white hat technique that involves automated tools to
identify potential weaknesses in a system. Ethical hackers utilize these tools to
perform regular scans, ensuring that any newly discovered vulnerabilities are
promptly addressed. This proactive measure prevents cyber threats from exploiting
known weaknesses.

In essence, ethical hacking and white hat techniques play a crucial role in
maintaining the integrity and security of digital ecosystems. By staying one step
ahead of cybercriminals, ethical hackers contribute to a safer online environment
for individuals, businesses, and governments alike. As technology continues to
advance, the ethical hacking community remains at the forefront, adapting and
innovating to safeguard the digital realm from potential threats.
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Abhishek Chauhan
(23005; CSE)



Behind the Code: Crafting Antivirus
Software to Combat Cyber Threats

Atul Singh

(23028; CSE)

Antivirus software stands as a digital shield, protecting users from the
ever-growing landscape of cyber threats. Crafting these essential tools involves a
combination of advanced programming, threat intelligence, and constant
adaptation to the dynamic nature of malware. Here's a glimpse into the intricate
process of writing antivirus software.

At the core of antivirus software development lies the creation of detection
algorithms. Programmers design sophisticated algorithms that analyze the code
of files and applications, identifying patterns and behaviors commonly associated
with malware.

Command &
Control

Weaponization Exploitation

Recon DE”‘IU’EF}:' Installation Actions on
Objectives
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These algorithms are constantly updated to keep pace with emerging threats,
making regular updates a crucial aspect of antivirus effectiveness.
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Virus signature databases are another vital component. These databases store
unique identifiers, or signatures, of known malware. During a scan, the antivirus
software compares files against these signatures to identify malicious code.
Continuous updates to these databases ensure that the antivirus program can
recognize the latest threats circulating in the digital realm.

Heuristic analysis is a proactive technique employed in antivirus software writing.
Instead of relying solely on predefined patterns, heuristics allow the software to
detect suspicious behaviors or characteristics that may indicate the presence of
previously unseen malware. This adaptive approach enables antivirus programs
to catch new and evolving threats based on their behaviors rather than just their
signatures.

Collaboration with threat intelligence feeds plays a crucial role in enhancing the
efficacy of antivirus solutions. Cybersecurity researchers and organizations
constantly gather information on new threats and attack vectors. Antivirus
developers incorporate this intelligence into their software, enabling it to recognize
and neutralize emerging threats before they can cause harm.

In essence, the writing of antivirus software is a dynamic and collaborative process
that involves a combination of advanced algorithms, constant updates, and
collaboration with the broader cybersecurity community. As cyber threats continue
to evolve, antivirus developers remain committed to staying one step ahead,
ensuring that users can navigate the digital landscape with confidence and security.
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Atul Singh

(23028; CSE)
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Unlocking the Future: Mind-Controlled
Password Systems Redefine Security

Isha Ijébas

(23066, CSE)

In the realm of cybersecurity, the traditional landscape of passwords is
undergoing a revolutionary transformation with the advent of mind-
controlled password systems. Imagine a world where the power of your
thoughts becomes the key to accessing your most sensitive information.
This cutting-edge technology, once the stuff of science fiction, is now a
tangible reality, paving the way for a more secure and seamless
authentication process.

Mind-controlled password systems leverage advancements in brain-
computer interface (BCI) technology. These interfaces establish a direct
communication channel between the human brain and external devices,
creating unprecedented possibilities in the field of cybersecurity. The
concept involves users mentally interacting with their devices to
authenticate access, eliminating the need for traditional passwords or
biometric identifiers.

Signal Processing

Signal Digitized Feature

: — | Translation
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One of the key advantages of mind-controlled password systems is the
uniqueness of brainwave patterns. Just as fingerprints and retinal scans are
unique to individuals, the patterns of electrical activity in the brain are
distinctive. This uniqueness adds an extra layer of security, making it
exceedingly difficult for unauthorized individuals to mimic or replicate the
required mental authentication.

The technology operates by recording and analyzing the user's brainwave
patterns during the authentication process. This recorded data becomes the
user's "mindprint," serving as the digital equivalent of a traditional
password. To enhance security further, some systems even incorporate
machine learning algorithms that adapt and evolve alongside changes in the
user's mental patterns over time.

Beyond the obvious security benefits, mind-controlled password systems
also offer a more user-friendly experience. Users are spared the burden of
remembering complex passwords or dealing with the inconvenience of
fingerprint scanners. Instead, accessing secured information becomes as
natural as thinking.

While mind-controlled password systems are still in the early stages of
development, they hold tremendous promise for the future of cybersecurity.
As technology continues to unlock the mysteries of the human mind, the
convergence of neuroscience and information security is poised to reshape
how we safeguard our digital lives. The era of mind-controlled passwords
heralds a new frontier in security, where the power of thought becomes the
ultimate key to unlocking the digital world.
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Isha Dabas

(23066; CSE)
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Mobile Systems and Computing:

Empowering Global Development

Deepanshi Sharma
(23052; CSE)

In the digital age, mobile systems and computing have emerged as powerful
tools driving global development, particularly in regions where traditional
infrastructure may be limited. The ubiquity of mobile devices, coupled
with advances in computing technology, is catalyzing positive change by
providing innovative solutions to longstanding challenges.
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One of the primary ways mobile systems contribute to global development
is through improved access to information and communication. Mobile
phones have become indispensable tools for individuals in remote and
underserved communities, enabling them to connect with the world, access
educational resources, and stay informed about health-related information.
This connectivity empowers communities with knowledge and opens up
new opportunities for education, entrepreneurship, and collaboration.



Mobile computing also plays a pivotal role in financial inclusion,
especially in regions with limited access to traditional banking services.
Mobile banking applications and digital payment systems allow
individuals to manage their finances, transfer money, and access credit
seamlessly. This not only fosters economic empowerment at the individual
level but also contributes to the growth of local economies by facilitating
transactions and promoting financial stability.

In the realm of healthcare, mobile systems are revolutionizing access to
medical information and services. Mobile health applications provide a
platform for health monitoring, disease prevention, and even telemedicine
consultations. This is particularly impactful in remote areas where
traditional healthcare infrastructure is sparse, allowing individuals to
receive timely medical advice and interventions.

Furthermore, mobile systems contribute to global development by
facilitating data collection and analysis. Researchers and organizations
leverage mobile devices to gather real-time data on various issues, ranging
from environmental conditions to social indicators. This data-driven
approach enables evidence-based decision-making and targeted
interventions, ultimately leading to more effective development strategies.

Applications of Mobile Computing

Exploring Innovative Applications
Social Media Applications
Business Tools

Educational Applications

Gaming Applications

Shopping Applications

Mobile Security
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As mobile systems and computing continue to evolve, their role in global
development is set to expand further. By harnessing the power of these
technologies, we can bridge digital divides, empower marginalized
communities, and create a more inclusive and connected world where the
benefits of technology are harnessed for the greater good.

Deepanshi Sharma
(23052; CSE)
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